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Installation

System requirements

For easy of use, the NOC-PS software is shipped as a so called “virtual appliance”, that requires little
configuration to get it up and running.

To install the NOC-PS software the following system requirements apply:

— The NOC-PS virtual appliance has to be installed under one of the following hypervisors:

Vmware ESXi 3.5
— Vmware Vsphere

Citrix Xenserver

— HyperV

— The host system must have a processor that supports 64-bit instructions. (all AMD Opteron
processors and the latest generation of Intel Xeon processor support this).

— The virtual appliance has to be assigned a dedicated public IP-address that has direct Internet
connectivity. This is required to be able to automatically download the necessary operating
system installation files, upon first use. Proxy servers are NOT supported.

— No other DHCP servers may be active in the appliance's VLAN.

The following requirements apply to the dedicated servers that you wish to provision with NOC-PS:

— The servers to be provisioned have to be located in the same VLAN as the NOC-PS appliance.

-OR-
You have to configure your router to forward DHCP requests to the NOC-PS appliance. This is

Page 3/38

NOC-PS Manuel - EN - version 1.1



usually called “DHCP relaying” or “broadcast forwarding”

— The dedicated servers have to support network booting (PXE). Virtually all server grade
mainboards and ethernet cards supports this, however this is not guaranteed to be the case with
hardware meant for desktop systems.

— To be able to provision servers over the network, they have to be restarted. To automate this it is
recommend that your servers are equiped with either an IPMI management card or connected to
a switchable APC power distribution unit. Otherwise an engineer has to go on-site and restart
the server manually.

Network boot from Intel E1000

-/
Enter

— To tell the server to boot from network instead of disk, it is required that:
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You modify the BIOS boot order, so that the system first attempts to boot from the network,
before falling back to booting from hard drive.

-OR-

Your system has to have an IPMI management card. In that case NOC-PS can instruct the server
to boot from network automatically, without having to change the boot order manually.

Installation under Vmware ESXi

To install the NOC-PS virtual appliance under Vmware ESXi:

1) Download the .ZIP from the NOC-PS website, and extract it to a temporarily folder on your
hard drive.

|
File Edit “iew Inventory Administrati

=T k
Export ¥ lhration
Repart k
YWirkual Appliance  »
E:-:pu:urt
i)
Exit ala)]

2) Start the “Vmware Infrastructure Manager”, and go to “File” — “Virtual Appliance” —
“Import”
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(= Import Yirtual Appliance Wizard

Import Location
Where do vou want ko impart a virtual appliance from?

Import Location . ) . . . . L
= P A virtwal appliance iz a pre-built, pre-configured, ready-to-run enterprize application packaged

VMTH along with an operating gystem ingide a wirtual machine.
Virkual Appliance Details
End User License Agreement Select the location from which you want to import this vittual appliance.
Marne and Location
Ready ko Complete " Import fram the Wiware Virual Appliance Marketplace

Choosze thiz option to browse virtual appliances that are available for download
from YWhdware.

*  |mpart fram file:
D:hnoc-ps\MOC-PS alpha »1WMOC-PS alpha w1 .owf j Browse

Choosze thiz option to impart a virtual appliance from a file [*.ovf), for example your
harddrive or CD drive.

" Impart from LRL:

I

Choosze thiz option to download and inztall & virtual appliance from a location on
the internet [e.q. http:/ Avrware. com A appliance. ovf]

< |

Help | < Back | Mexk = I Cancel |

A

| W

3) Choose “import from file”, browse to the folder where you extracted the files, and select the .ovf
file.

= 7% Im port

Impaorting HOC-PS alpha 1

Impaorting dizk 1 of 1 from D:shoc-psSHOC-FS alpha »1\MOC-FPS alpha
wl-dizk1 . wmdk

.. Cancel

¥ minutes remaining

4) Choose “next” — “next” — “finish”, and wait for the upload to complete.
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Installation under Vmware Vsphere 4

To install the NOC-PS virtual appliance under Vmware ESXi:

1) Download the .ZIP from the NOC-PS website, and extract it to a temporarily folder on your

hard drive.

File | Edit View Inwentory Administratio
Mesw » A

| Deploy OYF Template. .. ‘
Export »
Report » H
Browse WA Marketplace. .. 0
Exit

2) Start the “Vmware vSphere client”, and go to the menu “File” — “Deploy OVF template”
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(= Import Yirtual Appliance Wizard

Import Location
Where do vou wank to import a virtual appliance from?

I EL Li , ) . . . . L
& Import Location A wirtual appliance iz a pre-built, pre-configured, ready-to-run enterprize application packaged

YMTH along with an operating syztem inside a wirtual machine.
Yirtual Appliance Details
End User License Agreement Select the location fram which you want bo import this vitual appliance.
Marme and Location
Ready bo Complete £ Impart from the Yhware Yitual Appliance Marketplace
Choose thiz option to browse wirtual appliances that are available for download
fromn Whi ware.

% |mport from fle:

D:hnoc-pshNOC-PS alpha »1WMOC-PS alpha w1 ovf j Browse

Choosze thiz option to import & virtual appliance from a file [*. ovf), for example pour
harddrive or CO' drive.

" Import from URL:

[~

Choosge this option to download and install a wirtual appliance from a location on
the internet [e.g. http: /vrware. comAda/appliance. ov]

< |

Help | = Back | Mext = I Cancel |

A

|

3) Choose “import from file”, browse to the folder where you extracted the files, and select the .ovf
file.

(= 7% Im port

Importing HOC-PS alpha w1

Importing dizk 1 of 1 from DS hoc-pshNOC-PS alpha «15MWOC-PS alpha
wl-digk1.wmdk

. . Cancel

¥ minutes remaining

4) Choose “next” — “next” — “finish”, and wait for the upload to finish.
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Installation under Citrix Xenserver
1) Download the .XVA bestand from the NOC-PS website.

YWieww  Poaol  Server

@:LL;. Import WM.,

Irmpott Search...

Exit

2) Start “Xencenter” and go to “File” — “Import VM”
X |mport E”§|EI

E ; Specify the location and type of the import source 9

Import source Import file name: ib:'Lnoc—ps'l,NOC—PS—alpha—DDD1—XEN.xva .

Home server

Storage Impart bype:
Network (®) Exported ¥
Finish () Exported template

Mote: The same file extension {,xva) is used for both exported ¥Ms and exported templates

3) Browse to the downloaded .X VA file, and select the option “exported VM”, and click “next” —
“next” — “next”
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% |mport El |E| ['E

@]i Configure virtual network interfaces for the new ¥m 9

Import source The wirkual network interfaces configured For the imported ¥M are lisked below,
¥au can add, maodify ar remove virkual nebwark inkerfaces as required.

Home server

Skorage
MNetwork

Finish

MAC Address Metwork,

auto-generate

I Add l [ Delete ]

4) IMPORTANT: under “Configure virtual network interfaces for the new VM” add one virtual
network card, by pressing “Add”

Press “next” -> “finish”, en wait until the upload is complete.
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Initial configuration
After the software has been installed, you have to configure the network and login settings.

Go to your (Vmware/Xen) “console” and enter the information there. Depending on your hypervisor
this window might look slightly different.

(= NOC-PS alpha 1 on vmwarel. je-eigen-domein. nl

File  ‘iew WM
m | p % [ Connect Floppy 1 & @
<- Installation procedure

Project NOC-PS Installation

Please provide the following information to start the installation of the management wehinterface.

License information

Licensed to Beta user
License type Time limited beta version
Network configuration
IP-address 1.2.3.4
Netmask 255.255.255.0
Gateway 1.2.3.5
Admin user

Username admin
Pﬁﬁﬁwﬁrd khhkhkhh bk hhh kb h
Repeatpasswm'd **************!

Configuration

Auto-detect existing hosts in subnet [X] (uses ARP ping/reverse DNS scanning)

[ Start installatio:‘R

Enter the following information:

— IP-address, netmask, gateway: the [P-address and network information the NOC-PS software
and web interface will use.

— Admin user: the desired administrative username and password. This is the information you use
to login to the NOC-PS web interface.

— “Auto-detect existing hosts”: NOC-PS can optionally auto-detect existing servers in your
network, so that it knows which IP-addresses are available and which are in use. Note: this
works only for servers within the same VLAN.

Click on “start installation” to complete the configuration and start installation.
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Overview of web interface

ﬁ_,? Login
Access to this location is restricted to authorized users only. s
Please type your usemname and passwonrd. gg
Usermame: admin
Password: 20090090 P OO =
Language: =5 English - United States s
Restrict this session to IP-address
"‘? Login #< Close

After installation has completed, go to the [P-address you specified during installation, with a normal
web browser such as Firefox. You will be prompted for the username and password you specified
earlier.

;| Servers = || [
=

Subnet: 8314875160 |w

Hosts: () Add | 48 Provision | Bl yvkwM | @ Dekete IPMI
|P-address -« Heostname Description MAC-addrass
83.148.75.161 d2er 00:0c:28:f1:20:7d
83.148.75.171 pre In use by NOGC-PS

8§3.148.75.190 gateway In use by gateway

Administrator

Servers 4" Update
Subnets ’ It
Installation profiles
Status
Users

IS0 files for manual install [ status =8l

% Ll LI LI LI LI L|

Misc Settings Page 1|of1 | EE" Displying 1- 10f 1

L3 MAC « Hostname Profile Status

| 000c:291e0:7d  d2er Ubuntu 9.04 Waiting for you to (re)boct this serve

By default two windows are openend, “servers” and “status”. By clicking “start” on the bottom-left of
the screen, a menu with the other options is presented.
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Overview of the available menu options:

Servers Provides an overview of all servers. By selecting a server and pressing the
“provision” button, it is possible to install a new Operating System on the
server.

Status Provides a status overview of the server installations in progress.

Subnets Can be used to configure additional subnets.

Installation profiles

Installation profile settings.

Users

Add and remove administrative users.

Misc settings

Configures default settings, and the SSL certificate of the web interface. Also
has the ability to import/export server information.

ISO files for manual
installation

ISO files for manually installation using the (virtual) KVM module.

Update

Updates the NOC-PS software to the latest version.
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Adding new servers

1) go to “start” — “servers”
2) next to “hosts” click “add”

3) add the following information:

5] servers
Subnet: 83.149.75.180 | w
Hosts: () Add | 457
IP-addrass « Heostname Descriotion
gt Add a host
5 Subret 83.149.75.160/27
. Main |P-address: 83.149.75.162

Mumber of IP-addresses: 1

Hostname: mijn-sernertje
MAC-address: 00:0c:29:f1:20:7d
Architecture: 64-bit
Description (optional):
IPMI IP-address:

« Add Add & provision

— Main IP-address: the first [P-address of the server.

IPMI

MAC-addrass

_I:I><I‘.'::|

Lk

Cancel

— Number of IP-addresses: the number of IP-address to assign to the server. Note: the IP-

address must be numbered sequentally from the first IP.

— Hostname: the name of the server.

— MAC-address: the MAC-address of the server.

Address unknown? Reboot the server, and click on the icon to the right of the MAC-address
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4)

input field.

5] servers = (=]
Subnet:  83.148.75.160 |w
Hosts: § = Hust-s that did a DHCP boot recently =]
IFraddred | gt poot MAC-address Hostname
B: Add | 37 minutes ago  00:0c:29:11:20: 7d -unknown-
8 sul
a: Ma
Mui
Ho
MA
Arc
Des Page 1 of 1 =’ Displying 1-10f 1
IPN
Select Cancel
B Add Add & provision Cancel

A list of unknown servers that started recently will be presented.

This does require that the server has been configured to attempt to boot from the network
first (in the BIOS boot order, or using IPMI).

— Architecture: whether your prefer to install 32-bit or 64-bit operating systems on this server.
— Description: optional description of the server.

— IPMI IP-address: if your computer is equiped with an IPMI management card, enter its
address here.

— IPMI username: IPMI username, for example “admin”. Note this is case-sensitive. And
some manufacturers use “ADMIN” by default.

Click “add” to only add the server to the system for later use, or “add & provision” to install an
operating system on the server straight away.
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Automated server installations (provisioning)

1) go to “start” — “servers”
2) selectect the server you wish to install, and choose “provision”

3) enter the following information:

Provision host ol =]
MAC-address: 00:0c:29:b9:b5:f1
IP-address: 83.149.75.162
Hostname: serverl
Reboot method: [IPM]] >
IPMI password: sessnnsnnnnnnnns
Installation profile: Ubuntu 10.04 hd
Disk layout: Standard hd
Package selection: LAMP + FTP server i
Extras: w
i
Root user
Password: sesssssnnsssas
Repeat password: sssssssnnsasss
Regular user (optional with most profiles)
Username: charlie
Password:
Repeat password:
Provision host (WARNING: overwrites data on disk) Cancel

— Hostname: the current host name is displayed, which you can edit if desired.

— Reboot method: wheter you would like to use IPMI, an APC switching PDU to
automatically reboot the system, or if you are going to do so manually.

— IPMI password: if you would like tell the server to reset and boot from network using
IPMI, you need to enter your IPMI password here. For security reasons, passwords are
NOT saved by default, and you have to enter them each time.

— Installation profile: the desired operating system.
— Disk layout, package selection and extras: select additions options here (‘“‘add-ons”). The

available options differ by installation profile.
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— Root user password / confirm password: enter the desired administrative (root) password
twice.

— Regular user: in addition to creating an administrative (root) account, it is possible to
add a “regular” user account as well. This is optional with most profiles.

4) click on “provision host”

5) restart the server. (this is done automatically if you selected “IPMI” or “APC PDU” as reboot
method)

6) The installation will start automatically. You can monitor its progress in the “status” window.

Profiles

CentOS, Ubuntu, Fedora, Debian, FreeBSD:

A minimal Operating System is installed by default, with a static network configuration, a SSH daemon
for remote management, and a local DNS server, so that it does not depend on other systems.

Additional software has to be installed manually, or must be added to the “installation profile” settings.

Sysred:

Using the “rescue system” you can solve boot issues, or reset forgotten root passwords.

The software will not be installed on the hard drive, but is executed over the network.

After activating the profile, you need to use SSH or VNC to connect to the IP-address of the server,
using the supplied root password..

After you finished with the maintenance, press “cancel provisioning” in the “status” window, to end the
session. After which you will need to restart the server.
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VKVM console
With the vKVM console you can manually install new Operating systems, or solve boot problems.
This works by starting the installation cd-rom under a virtual QEMU/KVM environement.

This requires a processor with support for 64-bit instructions, and preferably support for virtualization
acceleration (otherwise performance will not be acceptable, and installation can take hours).

To activate the console:
1) Go to “start” — “servers”
2) Select the server, and click “vKVM”
3) Supply the following options:

[ Servers ™= S
Subnet; 83148975180 |
Hosts: ) Add | 4 Provision | B vkvM | (@ Dekete =TT
B vKvM -Oolx
d
vKVM console

Using the vKWM option you can manually install operating systems,

or debug boot problems.

This i accomplished by using KWMAQEMU virtualization and

requires that the server has a 84-bit CPLU, and preferably

virtualization extensions.

Be aware that not all operating systems can be installed using this

mode, and networking support during installation i limited.

General settings
MAC-address: 00:0c:29:f1:20:7d

IP-address: 83.149.75.1861

Metworking mode: Usermode (NAT) e

v| Boot from CD-ROM

150 file: openSUSE-11.2-DVD-i586.0 |~

Start vEVIM Cancel
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— Networking mode:
“disabled”: No network access is allowed during the session.

“usermode”: Only outgoing connections are possible. To use the network the guest
operating system has to be configured to use DHCP temporarily.

— “Boot from CD” / ISO file: if you want to install a new operating system, select the ISO file
here.

4) Restart the server.

" @ @ noc-PS vkvM module

[@] | http: iy

‘
2
-
:
:
i
:
:
2
.
©
@

Disconnact | Options || Clipboard | Sand Cirl-Ali-Del || Refrash |

© Welcome

openSUSE |ﬁ?] Language
== [English s ~ |
Preparation
= Welcome Keyvboard Layout
= System Analysis [ English (us) -]

* Time Zone

« Desktop Selection
« Disk License Agreement
= User Settings

LICENSE AGREEMEMT
Installation openSUSER 11. 2

s Installation o This agreement gowverns your download, installation, or use

of openSUSE 11.2 and its updates, regardless of the deliwvery
mechanism. openSUSE 11.2 is a collective work under US Copyright
Configuration Law. Subject to the following terms, The openSUSE Project grants to
you a license to this collective work pursuant te the GHU General
Public License version 2. By downleading, installing, er using
openSUSE 11.2, you agree to the terms of this agreement

= Perform Installation

* Automatic Configuration

openSUSE 11.2 is a modular Linux operating system consisting of
hundreds of software components. The license agreement for each
component is generally located in the component's source code. With

Done &

5) A graphical console will be presented. Using this you can complete the installation procedure
manually.

NOTE: vKVM support is an experimental feature included with NOC-PS free of charge. Be
aware that not every operating system can be installed under this mode. No official support will
be provided on this functionality at this time.
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Adding additional ISO files

[= 150 files for manual installation =0l

53
() Download from Internat | 457

Fienama Size (MB) -
openSUSE-11.2-DVD-i586.s0 4289
osokdev-127-x86.50 780

Download 150 file from Internet | [=]

Directdownload URBL: | hitp:/downloads.sourceforge.net’projectiopenfileriopenfiler-distribution-iso-x 64

Download Cancel

Page 1]af 1 i Displaying 1- 7af 7

To add extra ISO files (for manual installations using the vKVM console only):

1) Go to “start” = “ISO files for manual install”

2) Click “Download from Internet”

3) Enter the exact download location. HTTP locations are prefered above FTP.

4) Press “download”

NOTE: vKVM support is an experimental feature included with NOC-PS free of charge. Be
aware that not every operating system can be installed under this mode. No official support will
be provided on this functionality at this time.
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Adding additional subnets

To add additional subnets to the system:

[Z] Subnets = |[=][3¢
&) Add
Subnet =~ Netmask Gateway Description
Add a subnet | =]
Subnet: 192.168.1.0
Metmask: 235.295.255.0 (/24) hd
Gateway: 192.168.1.1|
Description:
Add Cancel
1 s3] . . _
Page of 1 i DisphAying 1-10of 1

1) go to “start” — “subnets”.
2) click on “add”

3) enter the network IP-address, the “netmask and “gateway” and click “add”

Notice: if the “subnet” resides in another VLAN, you have to configure your router to use DHCP
relaying, to forward DHCP requests to the NOC-PS system.

Most datacenter-grade routers support this, but it is something you do need to configure manually.
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Adding Windows support

NOC-PS provides support for Windows server 2008 (and later).

However due to licensing issues we cannot ship the necessary installation files, with the NOC-PS

software.

To add Windows support, you need to create a custom installation image yourself:

— Download and install the Microsoft Windows 7 AIK on your own computer:

http://www.microsoft.com/downloads/details.aspx ?displaylang=en&FamilyID=696dd665-

9f76-4177-a811-39¢26d3b3b34

— Insert the Windows installation DVD in the DVD drive of your own computer.

— Download the NOC-PS Windows image builder .zip file, and extract it to a folder on your hard

drive.

[N MOC-PS —- Windows Innage Builder

=] E3

—_onfigurakion

Location of vWindows ATk |C:'|,F'r0gram Files\windows ATk

Browse |

windows installaktion DD ||::'|I

Browse |

Cukpuk Folder I i Develwbuilder

Browse |

(Metwork) drivers ko add b Files (x86)\WMware\WYMware Toolsh\Driversivm:xnetvmxnet, inf

Add

Remave |

I3

Build imnage

Log File:
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— Start nocps-winimagebuilder.exe and enter:

— Location of Windows AIK: location where you installed the Windows AIK.

— Windows installation DVD: the DVD drive letter that has your Windows installation DVD.

— Output folder: the folder where the generated image will be saved. Make sure it has at least 4

GB of free space.

— Click on “build image”

The “image” created is an ISO file, that has to be transported to the NOC-PS system.

You can either:

- Upload it to Hypervisor (e.g. VMware)

OR

- Burn it to DVD and put the DVD in the Hypervisor server.

[ZINDC-PS - ¥irtual Machine Properties

Hardware |Opti0ns | Resources |

Add... Remove |

Hardware | Surmmary
Memary 300 MB

@ CPUs 1

é Floppy Drive 1 Client Device
&= Hard Disk 1 Wirtual Disk,
BB Metwork Adapter 1 WM Mebwork.
 5C31 Contraller 0 LSI Logic

[datastorel] ISO/N...

Wirbual Machine Version: 4

—Device Status

™| Conmected

IV Cornect at power on

—Device Type

" client Device
Mote: To connect this device, you must power on the
wirtual machine and then click the Connect COJDVD
button in the toolbar,

" Host Device
| K

% Datastare IS0 file

|[datastare1] 150/MOCPS_WINDOWS

—Mode

% pacsthrough IDE (recommended)

I~ Gonnect exclusively to this virbual machine

) Emulate IDE

—Wirkual Device Mode

& [10E (0:0) CojoVD Drive 1 =]

Help |

K | Cancel |

Assign the DVD to the virtual machine running the NOC-PS software.

(Vmware: under “Vmware virtual machine properties”: “add” — “CD/DVD drive”)
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Tell NOC-PS to copy the files from the ISO image:

=3 Installation profiles
@ Aad | & Properti & Clone

Profile Add Windows support

CantOS 5.4

n To add support for Windows 2008 (and &ter) to the system. you need to
CantDS 5.4 (32-bit) create a patched Windows installation DVD.
Dabian Lenny - Use the "NOC-PS Windows image builder” utlity availble on the
Debian Lanny {32-bit) NO C-PS website to generate a patched DVD image.
Fedora 11 - The generated DVD image has to be attached to the (virtual) DVD drive
Fedora 11 (32-bit) of the NOC-PS virtual applance.

Proxmox VE
- Click the "Scan for installation DVD" button to search for the DVD and
Sysred [SSHWVNC resc populate the "Available Windows aditions” list.

Sysrcd [SSH/WVNC resc
- Select the Windows edition(s) you want to install, enter the license key

JmimeEh and click on the "add” button

Ubuntu 9.10 {32-bit)
License key:

Folder on disk to copy files to: win2008

Avaiable Windows editions -«

Windows Sarver 2008 R2 Datacentar (Full Installation)
Windows Sarver 2008 R2 Datacenter (Sarver Core Installation)
Windows Sarver 2008 R2 Enterprise (Full Installation)
Windows Sarver 2008 R2 Enterprise (Server Core Installation)
Windows Sarver 2008 R2 Standard (Full Installation)

Windows Sarver 2008 R2 Standard (Server Core Installation)
Windows Web Server 2008 R2 (Full Instaliation)

i o o i

Windows Web Server 2008 R2 (Sarver Core Instaliation)

Add | | Scan for installation DVD | | Cancel |

— Go to “Start” = “Profiles”
— Click on “Add windows”

— Enter your license number, select the Windows editions you would like to add, and click on
GéAdd”

Alternatively: you can leave the license number field blank, and add the license numbers
manually to the provisioned servers after installation.

Limitations:

— It is possibel to add multiple Windows editions, but those have to be of the same architecture.
Either all editions have to be 32-bit, or all have to be 64-bit.

— The hardware of your servers should be supported out-of-the-box by Windows. Adding
additional drivers is not guaranteed to work in all cases.
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Support for APC switching PDUs

It is possible to automatically reboot systems using an APC switching Power Distribution Unit, which
can turn the power of the system, off and on again.

First you need to configure SNMP access in the webinterface of your APC PDU:

Switched
RackPDU  [Cawee
P  SNmP______ ]
Access: Enabled -
Switched Rack PDU Apphr Cancel
Outlets
Events
Even
Network Community Name NMS IP/Domain Name Access
TCP/IP Type
DNS public 0.0.0.0 Disabled
FTP Server
Telnet/SSH - 1.2.3.4 Write v

SNMP

Aooonon mieabhlad —

1) Go to “Network” — “SNMP”. Make sure “access” is “Enabled”

2) Under “access control” in the same window, enter a secret community name, the IP-address of
the NOC-PS appliance, and select “access type” “write” or “write+”. Now “apply” the

configuration.
[ Devices . |[=]/E
() Add @Propertles @ Delete
IP-address Type MName/Description
83.149. pevice settings =1
Name: apc
Type of device: APC remote power switch v
IP-address: 83.149.75.2

SNMP community:  sssssssssnas

Save Cancel

3) In the NOC-PS interface, go to “start” — “devices”, and press “add”. Enter a friendly name for
your device (e.g. “APC unit 123”), “APC remote power switch” as type, the IP-address of the
device, and the secret community name. Finish by pressing “save”
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You now need to assign the ports of the power switch to individual servers:

Update a host = |||
General Connections
(&) Add
Device Type Part #
Add device connection =il=11E
Device: apc 4
Port #: 3) Cheetah 7

Device: if the PDU/fswitch this server is connected to is not
listed here, add it first by going to "start" -= "dewvices"

Part: anly ports that have not been assigned yet, are listed

here.

Add Cancel

Update Cancel

— Go to “start” — “servers”. Select an individual server, and press “properties”

— Under the tab “Connections”, click on “Add”. Select the device from the list, and choose the
port number.
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Entering default settings

4# Misc settings =]

Defaults S5l Import Export

Default installation profile:

Root user

Default password:

Repeat password:

Regular user

Default username: charlie
Default password:

Repeat password:

Save defaults Close

Go to “start” — “misc settings”

Under the tab “defaults” enter the desired default settings.
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Profile settings

To change the profile settings:

[ Installation profiles M=

Base profiles Add-ons

© Add | 4 Properties | ¥ Clone profie | @ Delete (%) Add Windows
Profile Profile settings ) 1=) B
CentOS 5.4

General Disk layout PXE script Post-installation
CentOS 5.4 (32-0

Clonezila (sshas | Name: Cent0s 5.4

Debian Lenmy Architecture: 64-bit v

Debian Lenny (32 Version/edition:

Fedora 12

Tags: centos Kickstart linux
Fedora 12 (32-bit
License key:
FreeBSD 8.0
Proxmax VE Download URL/mirrar: httpz/mirror leaseweb com/centos/5 4/0s/x86_64
Sysred[SSH/NG | Cache folder on disk: centos54

Sysrcd [SSHVNC 150 file:
Ubuntu 10.04 TFTP boot files archive:

Packages to install: openssh-server

. caching-nameserver

# Packages we do NOT need:
-anagron

-apmd v

Save Cancel Delete cached files

1) Go to “start” — “profiles

2) Select the profile you wish to update and select “properties”

The following information is listed here:

Name Name of profile

Architecture Meant for 32-bit or 64-bit systems.

Version/edition If an operating system has multiple editions, the desired edition is
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entered here.

Tags

Tags seperated by spaces. Tags are used to determinate which add-ons
are related to this profile.

License key

License key (if necessary)

Download URL/mirror Location where the installation files of the operating system can be
found.
Cache folder on disk Folder on disk where the installation files will be cached.
Using the button “delete cached files” you can delete stale files.
ISO file If a location of an ISO file is supplied. The file will be downloaded,

extracted and its contents placed in the cache folder.

TFTP boot files archive

If a location of an archive file (for example .tar.gz) is supplied, its
contents will be extracted in the TFTP boot folder.

Packages to install

Which software packages to install.

Tab “disk layout”

Partition layout. Format is specific to each operating system.

Tab “PXE script”

PXE boot script. You can enter specialized kernel parameters here.

Tab “post-installation”

Post-installation script that is executed after installation.

Adding and cloning profiles

To create a new profile, click “add”.

To base your new profile on an existing profile, click “clone”.
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Add-ons

Instead of creating an entire new profile, it is also possible to add small optional modifications to an

existing profile, using add-ons.

For example you can use add-ons to specify a custom disk layout, or a post-installation script that

installs additional software.

[=] Installation profiles

Base profiles Add-ons

& Add | €F Properties | @ Delete

Tag Mame Type
kickstart J0gbhome disklayout
fedora plesk post_installation
centos Add-on settings
debian_64bit

Short name:
centos
— Applies to profiles with tag:
centos Type:

Description:

Data:

Description
30 GB /home
Install Plesk

= \[=]
=] |

J0gbhome
kickstart
disklayout g
30 GB /home
part fboot --fstype ext2 --size 250
part pv.01 --size 1 --grow
volgroup vg py.01
logval / —-vgname=yvq --size=1 --grow —fstype ext3
—name=root
logval /home —-vgname=vg --size=30000 —fstype ext3
—-name=home
logvol mp —vgname=vg —size=1024 —{stypg ext3
—-name={mp v

Save Cancel

Creating “add-ons” is done under the tab “add-ons” in the window “profiles”

Each add-on is associated with a tag, to determinate to which profiles it is related. E.g. by using the tag
“linux” the system knows this add-on applies to all Linux distributions.

Using the tag “kickstart” it only applies to distributions that support the “kickstart” installation
mechanism, such as CentOS, Fedora or Ubuntu.
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Import existing data

There are two ways to mass import existing server information.

Export data, edit it, and import it again

It is possible to export subnet- and server information, edit it in your favorite spreadsheet program and
import it again.

ﬁ] Misc settings =

Drefaults SSL Import/Export

Exporting data

It is possible to import and export the "subnet™ and “server” information.

The data is exported as a .ZIP file, containing two files in Comma Seperated Values (CSV)
format. You can edit the files in an external pregram, and import them again. Be aware that
the data has to be in the exact same format. NOG-PS does not support importing CSW
files with different column names.

Export
Import data: Select the zip file Browse...
Import
Close

1) Go to “‘start” — “misc settings”

2) Under the tab “import/export”, you find an “export” button.

This will provide you with a .zip file, containing two data files in Comma Seperated Values (csv)
format. One for the subnets, and one for the servers.

You can extract the files, edit them, zip them again, and import them again.

Import data from external system or database.

If the import/export functionality is not flexible enough for your situation, you can integrate the NOC-
PS system with your own software using the XML-RPC API.

PHP examples can be found on the NOC-PS website, under “downloads”
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Install SSL certificate
You can add a proper SSL certificate to the NOC-PS webinterface.

£F Misc settings =] £
Defaults SSL ImportExport
Replacing S5L certificate

“ou can replace the default self-signed SSL certificate used by the webinterface, with a

proper certificate.

This reguires that you manually generate a private key on your own computer, obtain a

certificate from a Certificate Authority, and upload the files below.

Certificate file: Select the .crifile Browse...

Private key file: Select the key file Browse...
Replace certificate Cloze

1) Go to “start” — “Misc settings”

2) Go to the tab “SSL”, and upload both a private key and certificate file

Instructions to create a private key on your own computer, and request a certificate: http://wiki.je-eigen-

domein.nl/doku.php?id=het aanmaken van een csr voor apache mod ssl zonder control panel

Only single-root certificates are supported at this moment (e.g. RapidSSL)
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Creating users

You can give multiple users access to the system.

=] Users =]

& Add @ Properties | (&) Delete

Usernamse

admin User settings =|IB %
Username: gebruiker
Password: 000000000

Repeat password: 8800080008
Yubikey OTP token (optional)

Private identity:
AES key (hex):

Save Cancel

1) Go to “start” — “users”

2) Click “add” and enter the requested username and password.

Warning: all users have full administrative rights.

Currently it is not possible to limit users to certain systems. Use your own software and the API for this.

Programming and configuring Yubikey OTP tokens

For additional security it is possible to require the use of Yubikey OTP tokens in addition to normal
password authentication.
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First you need to program a shared secret into the Yubikey configration Utility.

1) Download and install the Yubikey configuration utility:
http://www.yubico.com/developers/personalization/

) Yubikey Configuration Utility - Start page _ B select task

Programming the Yubikey
(* {Create a dynamic Y ubikey configuration [OTP mode]

‘whelcome o the Yubikey configuration utiity

(" Create a static Yubikey configuration [password mode)

The Swiss &my Krife for the Yubikey (" Remove an existing Yubikey configuration

Testing the Yubikey
(" Check the Yubikey type and firmware version

r

The application version is 2.00.2 (" Carwen between different rumber formats

Build timestamp Sep 16 2009 21:55:01 Global zettings
(" Review or change program settings

Copyright (=] 2003 Yubico (" Specify a text file for configuration input

B ‘ ¢ Back | Mext> | Exit

2) Start the configuration utility, and click “next”

3) Choose “create a dynamic Yubikey configuration (OTP mode)” and click “next”
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)] Specify a public identity

Eefore the OTP string, a fixed identity can be used as a prefix which identifies 3
particular vubikey. The fired part iz sent in clear text as opposite ta the OTP part

* Do not use a public identig

™ Uze a public identity

Desired length [1-1E bytes]

Public 1D string |

Public: ID string update scheme

EEEE

0 o T B0

[ Remember these settings and don't ask nest time

< Back | Mest » | E it

4) Choose “do not use a public identity”” and click “next”

) Specify private identity

As a part of the OTP. an optional private identity [U1D) may be specified with a
fived length of B bytes.

" Do not use a private identiby

* |lze a private identity

1D string Ba2b 44 2 2f 29

Private D string update scheme
* Fived value
" Increment by one

" Randomize
~

[ Remember these zettings and don't ask nest time

< Back | MHeut > | E =it |

5) Choose “use a private identity”, select “fixed value” and press “single rand” to get a random value.
Copy or write down the “ID string” (in this example: 5a 2b 44 {2 3f a9 ), and click “Next”
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()] Specify cryptographic key

In order to generate an OTF, a cryptographic [AES-128] key iz needed. Pleaze
zpecify one manually or gelect it to be automatically generated in a random fazhion

AES key [16 bytes] |11 88 be 7b ch eb b3 Oe Se fb a2 d6 12 1b f0 55

Key update scheme
* Fived values
T lncrement by one
i Randomize
o~

[~ Remember theze setiings and don't ask nest time

< Back | MNest » | E it |

6) Select “key update scheme” “fixed value” and click “single rand” to configure a random key.
Copy or write down the “AES key”, and click “next”

()] Specify output parameters El

Olutput format fags
" Send a TAE character first
[ Send a [reference) sting of all Modhex before the fixed part
[7 Send a TAB character between the fized part and the OTP part
[ Send a TAE character after the OTP part
v Send ENTER az the last keystroke

Output speed thrattling
[ Slow down character output by 20 ms
[ Slow down character output by 40 ms [1 + 2 = 60 ms]
[ Add a short delay before sending the OTP part
[ Add a short delay after zending the OTP part

Strong password policy [vubilkey 2 only]
[ Mix upper- and lower case

[ Mix characters and numeric digits
[ Send a special character as prefis

[ FRemember these settings and don't ask next time

< Back | Mest > | E it |

7) In the output parameters select “Send ENTER as the last keystroke” — “Next”
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X

- Programming

It iz nowe time to update the key. Review settings, select config and press start

Selected task:  Program OTF mode key

Public: 1D M
Secret ID Fized string
(=T Fixed string

Cur acc code: MAA
Mew acc code:  MAA

% wiite to configuration 1 " wiite to configuration 2 [Yubikey 2 only]
[ Lock / protect configuration 2 [vubikey 2 only]

Insert rubikey in USE port and press Run

" Tirne | Deltafs) | Status ¢ public ID

Pazzed: o Failed: 1}

< Back | Finish | E it

7) Press the “run” button to program the token.

Users
@ Add
Username

User settings

Username: yubifan
Password: SRR ERRRERNRS

Repeat password: esessssssssssss

Yubikey OTP token (optional)

Private identity Sa 2b 44 2 3f a9
(hex):

AES key (hex): 11 88 bc 7b 6 eb b3 0e 8e fh 32 d6 1e 1b f0 55

8) In the NOC-PS control panel, go to “Start” — “Users”. Select a user, and click on “properties”
to edit the settings, and enter the private identity and AES key you wrote down.
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Logging in with Yubikey

From now on, you will have to use the Yubikey to login.
First you enter your username and password as usual.

And then you press the button on the Yubikey OTP token, when prompted, to complete sign-in.

(%)} Login
Access to this location is restricted to authorized users only. ol
Please type your username and password. =
i 5
Username: LIl
Press the button on your Yubikey OTP token:
Password: | | =
Language: | oK l....cancel_| d
54
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